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CE+ External Vulnerability Scan Authorisation Form
Project Details and restrictions
	Project Information
Note: To avoid completing multiple authorisation forms for different phases of the engagements make sure to set a start date and an end date that include all the dates scheduled for all the activities such as pre-assessment and official assessment. E.g., if a pre-assessment is scheduled on the 5 July and the official assessment between 19 and 23 July, you can set the start date as 5 July and end date as 23 July. If you prefer more granular authorisation, please complete multiple authorisation forms or add rows below to specify multiple start and end dates. 

	Organisation Name:
	[Company]

	Project Start Date:
	Click or tap to enter a date.
	Project End Date:
	Click or tap to enter a date.
	

	Project Scope

	Assets in scope for testing.
Please complete all that are relevant.
For applications that need a valid hostname to be accessed, please specify a valid hostname or URL to reach the exposed application. 

	IPs/IP ranges:

Hostnames:

URLs: 


	

	Restrictions

	Do you allow URM to test at any time of the day during the testing days above?
This may include scanning assets out of working hours.
	 ☐ Yes
 ☐ No. Please test only during these times:
From: ________ (e.g., 8 a.m.)
To: ________ (e.g., 8 p.m.)


	Any other restrictions:
	



By signing this Authorisation Form you accept the Terms and Conditions and give your authority for URM Consulting Services Ltd ("URM") to provide the vulnerability scanning services ordered by you to all assets or “Systems” (applications, networks, servers, cloud environments, etc.) detailed in this form and in any other relevant document such as the proposal, pre-requisites form, pre-requisites email and/or any further relevant communication. 
You warrant and represent that either: 
a) where each of the Systems is allocated exclusively to you and is under your exclusive control: (i) you hereby consent to URM carrying out the Services against each System and (ii) you acknowledge that it is possible that the provision of the Services could cause disruption to systems located at each of the Systems; or
b) where the Systems are not allocated exclusively to you and under your exclusive control: (i) you have obtained the express consent of the registered owner for URM to carry out the Services against each System; (ii) the registered owner has acknowledged that it is possible that the provision of the Services could cause disruption to the Systems and (iii) you shall indemnify URM in the event that the registered owner brings any claim against URM or in the event that you breach this warranty.
URM carries out the Services in line with accepted best practice and makes all reasonable efforts to avoid disruption. URM cannot be held liable for issues arising from unsupported, unstable or misconfigured applications, devices, systems and/or applications present within the scoped environment.


Authorisation
I ……………………………………… agree to indemnify, defend and hold harmless URM, its officers, agents, employees, from and against any and all third-party claims, demands, losses, liability, damages or expenses (including reasonable solicitor's fees) arising from the running of the above testing.

Signed:	

Date:
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